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Figure 1l (Color online) Comparison of current tracing tools in datacenters. Red locations produce traces. (a) Sampling; (b) distributed
tracing; (c) instrumentation tracing; (d) hardware tracing.
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Figure 2 (Color online) Tracing causes significant performance degradations in shared and stressed datacenters.
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Figure 3 (Color online) Analysis of increasing tracing overheads in shared environments from (a) software execution and (b) hardware
perspectives.
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Figure 4 (Color online) Four-dimensional design considerations of hardware tracing capabilities. Red ones are highest priority goals.
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Figure 5 (Color online) Design overview and workflow of ETrace.
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N F, ETrace-Tool Wil T REFHLHIR Sh&IERBELN CPU #, B8 N MAT#ATH CPU & K& BENLIE LT
CPU #, BIRFI 2R CPU % 525 2 B 1 B BT DA 23 e B8 K Iz 2 X . LR, 2 i XA B B 6 R A JB B
(1) CPU AR FE S FL N AZ 1 IX, CARER MSR B, RN R IE %k X B R G e & X 512,
— 7 T AR X TN F SR UM, B R0 S SR M RS S M S R, [RIIN A 4 i N AE = B
% LR FH 1B R 75 BRI E (S 2, ETrace-Tool 7E b N XU ERER siid N TRk Fondl B R UE R
[ [R)EL, CPU #%, B2, LRFE, BR1E2RAY), MR DI AE R 24 7 1 S Bl Bh 2 2R R B B2 40 HT.

4.2 ETrace-Manager %it

ETrace L EL/EAEREZ M I8 BEE BRZHAY ETrace-Manager B TH Hbrg, & H P AR S EE R, &2
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S ARAR E AN P SRAI SRR EE PR RE VAL . AN IR 3 S I ik i SR AR AR AT A R AR S PR
Wy AT WE LUK BT 2 H 1 TT 48 LA

B, 75 bR H B il A e B T4 A2 T e A B o A T s B A BT T R GUIRAS Y
SIS RN b, E AR T SR AR AR R T A R W e RS AT 5, b S5 P I e N P
M55 R BB S, R TR B A filR 2 1 R BRI A FE 0.1 s fil & B A7 5 39 R IB R, FH P38 SR A
IS Fe BT F P E B R E IS S K fid & 1 B S 8 S BB 5. ETrace Fi# 1 Al yaml SCHEDT )1
Gi— iR, R R & B0 4E TR AT DU SESE S0 T-48 € B A, 485 M BIIIE K. ETrace X T4 &
N FHREAT R IE B JE B B AT J5 R S  4 SRk [ 45 FH P s A AR A
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Figure 6 Cloud-native deployment of ETrace in large-scale datacenters.
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FI R 82 B4 52 4% R 36 T P WL e 1), 52 4% vy 7 22 F A I [ Y e B DA o LR AT 1R, O 00 i 1) —
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2 FH A2 25 P52 DT 7 B2 3 IR P TR B2 . LK, 9 R A AR R 2 B AN [R1 B0 B H AR5 R A L IB 1. ETrace
R BEFH I 56 25 38 38 L s 0 P T B DAL B3 B9 B, LY B — R E N 3~10 & BB AR A B
FIbLas. SETE H R PEREVEAL A0 RETT Nl KREITURPUTIEEE, ETrace 26 I TLREIE I 455 275 AUHIHATIE
A5 ) 58 B B AT AT A

ARICK ETrace-Manager 22 3T Kubernetes )z J5 2B B vho O HIRE, Wil 6 s, ZE3 il 7 1,
HFPER (query). IBERECE (profile) MFHNTHCE (analysis) #3258 Kube-APIServer H1[1%E il B (custom
resource definitions, CRD). F /715 SR AN R AL IC &M 7 4% il 88 Kube-Controller PASE RN TS, H4 FH il R
ERUEERAE AT MRS, T SR A 32 W B B T ST RS P 3 SR AR BB RO BB BRI B, (RIS 1R
B A BT EAARTT B BR AT 5%, BT R AR RN s 4D — AN IR PAB RS BB R AT 55 T AT AN R 55
HIThRe K. FERIRIRTTIH, N T BERIRUEEAF WA 5 300 1/0 JT4H, SR A2 B Bdeai B 80 6 75 R A7 5
TR, T L% b AR 2 R ARG AR RAF# IR S5 (object storage service, OSS). BAFA#AG S 71 DT MR UGN
HRIB EF A b PRI, AR ER N OSS SRENISE A I WA IR G PR 4R BON: P — BE 1 SOl B A, Aiehdd )
FIH P ] gl RE R H 2 o R AR M EIE A7 f#% (open data processing service, ODPS) H#tFTA H F {H {2
Syt RN, T AT I A O B AR £ AR A B I v s 2, AR R 3 B 1 Ja s B ER s h i
OEEFE L PSB; B S A A8 BER T P d RS A0, HETMHAT 2 2 R 80 0 A BRAR R IR A £ RP B B

5 SKEOHRT

5.1 ETrace SLIGIfiE

AAE TceLake fZLHI XS 32 % Intel 258414 8369B ALHL AT 4l ETrace R4L, fitss 1 TB WAE K
Linux 4.19.91 Z%t, N AT I (A A7k S e bn it H G5 H 3R, REFIH %55 R brilid 79 s i
HFERAE. T A VML TEPRIE N 10 E B SCEG T 3548 DA REAIR S Rl 2. AU SPEC CPU 2017 #5004
DRl R JE AT DA 2R 2 i iz 47 1 HLREAR R = i3 i T T AT S, R 3 Ry BT M fE 2R R e
MRS (1) Memcached WAFZZAF 2 Gtilid Memtier T EERL 10 MEEEE 1:1 BIFFRE P m; (2) Nginx 2%
Jit 4% #4383k Apache JEdE T HBERL 10 MR E FURERSIRE 2 J7UGER BAERER 20 79534 (3) MySQL
g PEid L Sysbench T EAE 10 5K F AT B R I 51 K.
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B 7 (MERFE) SHATEMEL, ETrace #ITHEEERN T ZMABNRAESHE, RAMBENERGARPER TR
FreH, BRI —LBRATHITE IR EE.
Figure 7 (Color online) ETrace induces the lowest tracing overheads on all benchmarks under shared and stressed scenarios compared

to baselines. All the results are normalized to performance without tracing. (a) Compute-intensive; (b) memory-intensive benchmarks;
(c) real-world applications.

AICEFE T 3 ML TTRY ETrace #HTHEL. P $U0BIE B T HAER HIE AT &R REFFFE. (1) StaSam ¥
FHAERT 7 RAE 71, DLERIA 4k Sl 4ot 244 195 (2) eBPF N T eBPF HIH P ASIBE 7%, #id bpftrace
T RIS RGN CH4E 26 (3) NHT RA 4 a0 TR B ERRe 1 7 &, BIFIE Perf TH 19 53
IX 3 PR 7 AT M T o0 B SR O 7. BT R TR AR IE ER AR AT LA B8 5L 12 18] 5 ETrace
LT H AR A7 AE 22 5 HL PRI DA AP S B, oA 30 32 BT Hl SO 7 i) S g 45 SR EAT XS B

5.2 ETrace FF{HEINZER

AE MR T ETrace RGEH ) ETrace-Tool HEAT 11 5 JZ T HUZEE B7 X T 45U v FH 1 s FR) Bk 1) 4.
SPEC CPU I H] P RE T B it s 2 i AT I 18] R PR, 0 U5 A7 B2 B VE RE R B d et B i) R R, A
FH & A RZEAE 155 07 S HEAT LI R 14 BE 5 AN R AT P03 B3 1K L FH I BE (Oracle) #EAT IH— A LATTEELER. W 7(a)
F7R, ETrace fE441 SPEC CPU WA SR ITERETT4 Y 0.4%~1.5%, P HITEREITHI M 0.97%. MELT StaSam,
eBPF 5 NHT 24k, ETrace 733 F30> 72%, 77% 5 85% [MELZEBER 4. XT84 2 v X B 7 1HI, 18
P 7(b) B E TR I ETrace HFIITERETT 1N 0.96%, FHEL 3 ZRIEEL ARG ERTT 45 73 0 FEAIK 84%, 86%
5 92%. [FNS, FECTiHE SN SPEC CPU, Vifr % 8BS [WLE 2R N F 0 PUZeaE i3 i T4 SE I sURE, B PR
B2 51 R Ja SR A PEBIME A . ETrace M-I M RETF B AH LL T2 Wi TAEM 5.25% 1)) 22 2K TR 4.8% (12
FURIZE TAER 11.3% 131 354 KiEE TR, Rt EEEL N SPEC CPU I, ETrace 1E omnetpp 35t i 25 1%
T 1.5% BIMLIEEY: AE NAFEERIRAEL N, ETrace £F memcached 35t 21 T 2.1% HIWII 44,
MAEE 7(c) B % oo B v H m B 5, ETrace X FANE N A FHIE K 1.1% MRS R, HEiE
B 3.2% TR RE T 2.

AL TR T ETrace AN H SHAT A ES. ETrace-Tool H & & K CPU K [AI7E TR
B B2 BB R N AN I 0.05 %0 5 FI RO IBEI AR, HABPAT I TR R TF S 8T /N T 0.02 %00, 6 KR
LR PEREFF 8 Z R, ETrace-Tool #%8 H DaemonSet H4H. 755 X ENZEIE B AR 8] &, a2 HEL 0.09 £
i FH BRI IR, ABEATIB BRI T2 N %, WAFTFBSIRIFLE 35 MB /4. ETrace-Manager W& BT HS7E R+
i ik R IR B PRI ) ) IR A SR TR T 0.003 A%0s, 7 JE HAVEVE BE VR4S (S H] £, B ERA ZHT KT 0.002
o, WARTTFEHIRIFLE 40 MB 4. 25 b, ETrace R GTRENS SR MUSIEE O A BIUEIE I3 A0 fl R 4 2 1) T4

5.3 ETrace {FREHIBEHT/OHITIBERHIE L N F 2451

BARTTHS ) ETrace 40T LA KA EE O 32 W1 038 0EAT B R AR AR SORF BT X ) B B2 A 7= 4
AR P SRR BN, AN BE 7 2 ORI BEILSIUE 6 P> S8R AT 55 s [ BE ETrace Ja (3T A BL.
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© . . i Lock ) 5= | Unknown ‘
S _read try_read_binary store_item memcpy_avx Locate iI'| contention |_ =8 iscucs
S || tcp_read do_item_alloc lock | detach | [ write_plt — £ T — dt |
S |——= L = { . i
WL {pe==== : = write Diagnose # ISESSESSEEE = s
Instruction Flow | e TS WAAB RAE A AR S
Timestamp  Address Instruction . P movq X
093338500  23098d  push %rbx|} Basic block Instruction metadata mov MOV: ~30%

...... Cycles: 1728 Instruction: 589 lea
093330500 23e99a jle Oxb7e }Dynamic flow | Branch: 8 Taken branch: 5

8 (MEHRFE) ETrace RENRFHTHFEARSEAMBHEANRT, URSHITHIEO LR,
Figure 8 (Color online) Instruction-level and function-level traces derived from ETrace raw data and its relationship with statistical
samples.

5.3.1 MEEFEISHE

A HRIR ETvace 1T DASREUBLINERR SR W%, 08 8 . SERHARNTRAER 4 LBk, 195155 4
P25 B, 73R A 155 B0 MR T . 95 JEH T 7T BASRER BB FR F 5 M AR08, s A
YeRIEN A F I FIR £ 7RG & B IO MR AT, S0 F . f0 %0 208, T4 MR A T DA
5521 B BCOARAT IGTFF, 4 L T U ] L) 90645 5, ErTvaace $2 1600 bR SCHLIS 6 A BT IR OB F 6 . 76
SRR P, T DA 55T 0 i SRR G L6 2R s B0 R, P % M 364 i BEURI 4 L R
PRI Bt ed o R 75 5, R st 5 5 AR, O D AR AR (7 7

R PR LR ETvace SRAERIHUAR SR 1T Bt -5 34 10 BF SR TR B 2 . e 4605 L)
PG BRI K, IR SRR 1/0 SRR SR, HITCTEE (LR R 3T Erace
SE B S AT AT LR IS file write REEVFIHENT 3.7 s, %/ 5 G A (F 2644 T RB A BELSE . 1 R 55
S S R B KU, R )5 S SRR BURGAE 1/ PLZE. ETvace HIMLARREIRFR RN M2 H L4
FRBEL S T A5 T AR ] 5 AR, 5 00 S0 5 2R PR 53 o 3 35 A1 oL 5 FF 0 B A
st F AR AR LB, S A0 2, Evace D TR FHE BRI LS WTHEIE, K B85 to ] LUEiE
TEA 7% 5915 U, (BRI Erace CLRIIRDEE £ M 502 B0 T L 10 5738 2 9.

5.3.2 HEEHRSHUENL

$£T ETrace BEATHIPEREIUE AL EEIREAENANED: (1) BB Hr T LUEALH 73855 WS R #  R
H, DMIIF R E TR SARAL; (2) F5 25 Hrn] DALERDRLEE 1) ek e o3 B 25tk b, SR AL M AT 4R 24047 1) BLAR
AT, TSR E R R AR R . B 9(a) WEEREAILA IR CPU AL B &5 8 3100 B0 0701 B A I TRV AR 4K, o
12 25% JEIA I Bl 55 s 8R4, AT BT SR A R B8 [ ETIAREAS, A OCEE T ETrace 71 3 TUHT
R (1) Hedhs OB 28 B BE R B AR 5 EEBUIS, B AR R4 R 1E (compression, COMP). Fr L4k
(serialization, SERIA). A2 A2 FH#AE (remote procedure call, RPC) LA I FE#AE 29 AN & 3.7%, i@
TR AF WG 13% BT, (2) ZLFLME [F L EAE (synchronization, SYNC) 548 f & W EL ] =ik 16.6%, 25
THAAFMRER 2%~10% 2815 (3) H 8 A AEBARAR G R B0 A B I FE BN A7 TG ) (remote direct memory
access, RDMA) B (5 0.5%, FFAWNAF (persistent memory, PM) 321 &5 0.2%. FJ FH iy R T H AN Rl 43 i 9%
B R BOFHEAT EAR 51 SO T 3R TR 1 BEAN B YA Y 28470 5G4

FR, AL 5 FARGRIE RN T CPU AT A 170 A5 0 Z2 Attt AT 70, P P IME TR : (1) &
T Havenask 5|%, CPU #EM I ZE N A (search, Se), (2) 2T iGraph R4, WAF LR PIEIZZAF A (cache,
Ca); M 3 NPTHEEEHERERPLESFEINA: (3) 2T RTP 512 TS (prediction, Pr); (4) 2T BE 5|2
A BRI (matching, Ma); (5) J&THLAALG S T & BIHEFEN FH (recommend, Re). & 9(b) J@7x T F 2 R%L
Fa B A FEE, e A 3 WO I (1) AN HENFARES C 155 R LHFERE AR W, &
BT AR O & $AT AT BT, (2) SAF N FAE BICERME (RPC, COMP) 5 N A7 ##1F (RDMA,
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Figure 9 (Color online) ETrace can breakdown and analyze CPU cycle distributions at the function level from (a) cluster temporal
and (b) key application perspectives.
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Figure 10 (Color online) Function-level investigation into key categories of (a) memory operations, (b) synchronization operations,
(c) kernel operations, and (d) C library operations.
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o U0 152 FH] A P %A N2 e 02 A S P AR 0 0) oA A7 A0 70 T 1 75 SR 22 S A A (B2 A7 23 e T
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£ T ETrace fEREUZ I M 8RR T IsATH 4 N SR 2, (B2 ETrace SCRFITE 2 BRI
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BRI NEHRE VIR 2R (datatransfer) HLUT movx $84>, (2 L2 A7 N F P 7 Pl 48 22 B H o Bl s (2) Bl
A ) N I AR R ORI PR 4R & B m TR G N, R TN B A 2 AT B AN 4y SCRU R AR A A
[6); (3) Z2A7 N H Y widenop 54 HU 2 2 & T ARSI, & BT SEA S A7 /IR /K Bond 75 A 3, T DA —
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Figure 11 (Color online) Instruction-level analysis of five key applications from (a) instruction category distributions and (b) memory
access bandwidth differences.
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Figure 12 (Color online) Instruction-level analysis of five key applications from (a) arithmetic instruction distributions and (b) register
dependency distance of three cases.
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TPAZ L0 X R B 5 AT N S, FESX R B DL, ETrace 3 238 B AT SR8 5t T 55 5 42 i /B 1 iR 51
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Abstract With the rapid expansion of data centers, the escalating complexity of software and cluster scales demands more
efficient and precise application observability. To identify performance bottlenecks and diagnose anomalies, it is essential
to leverage execution tracing to accurately determine the causal relationships within application behaviors. However, we
observe that in complex cloud data center environments-characterized by workload co-location and high hardware pressure,
existing execution tracing tools typically incur a 5%~10% performance overhead, hindering their seamless deployment across
large-scale clusters. Although hardware tracing capabilities in modern processors are designed to reduce overhead, the four-
dimensional design trade-offs among time efficiency, space overhead, data coverage, and management complexity remain
insufficiently explored. Consequently, current solutions fail to meet the stringent overhead requirements of complex data
centers. To address these challenges, this paper proposes ETrace, which optimizes time efficiency at both the node and cluster
levels. At the node level, we leverage the four-dimensional design trade-offs of hardware tracing to minimize unnecessary
control operations, thereby ensuring application performance, and dynamically allocate limited trace storage based on the
application’s real-time state. At the cluster level, we implement flexible and efficient multi-node trace management through
a versatile sampling strategy and a cloud-native triggering framework. Evaluations across various benchmarks demonstrate
that ETrace incurs an average performance degradation of only 0.97%, representing up to 85% overhead reduction compared
to state-of-the-art solutions. Furthermore, using typical intelligent applications in Alibaba data centers as case studies,
Also, ETrace’s instruction-level tracing capability greatly enhances datacenter manageability with newer insights on anomaly
diagnosis and bottleneck localization.

Keywords tracing observability, performance analysis, processor tracing, datacenter, cloud computing



